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Task 1: Create a new network diagram clearly identifying and labeling all components of the network 
and their corresponding locations (with respect to each other). This should include existing and new 
components. 

 

  



Task 2: Clearly show the location of the new components such as any web-facing servers and firewall/s. 
List all the new components, their role, dummy IPs and ports being used. 

 

Do the same for existing components: 

  



Task 3:  Clearly define the firewall rule list using the format found in the pfSense Firewall Rules tab in the 
Excel file provided. 
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Task 4: Create a few NAT rules. Clearly document the NAT rules required for any of the internet-facing 
servers. 

 

 

 

  



Task 5: Once you have the network design figured out, list in detail how you would assess the security of 
the network. 

• Conduct a simulated firewall test. 
• Create a virtualized network environment using a virtualizing tool such as VMWare and test out 

different scenarios. 
• Use fuzzing tools such as Hongfuzz to see how the security handles the stress of an attack and 

reveal any vulnerabilities. 
• Run a vulnerability assessment using a tool such as OpenVAS.  
• Conduct a penetration test. 

Task 6:  Identify at least three (3) possible network security threats.  

1. Malware/ransomware 
2. Botnets 
3. Viruses and worms 
4. DDoS attacks 
5. Phishing attacks 

Task 7:  Explain at least three (3) security countermeasures you have implemented in your design and 
their purpose. 

1. A DMZ has been created to protect the private network from web-facing servers. 
2. An internal server subnet has been created to create separation from the private and wireless 

LAN access. The router can be configured to restrict access to only those hosts requiring it. 
3. Firewall is set as an edge router to filter internet traffic.  

 

 


