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TASK 1 

Log into the web interface of pfSense. 

Dashboard 

 
 

Default Firewall Rules – WAN 

 
 
 

  



Default Firewall Rules – LAN. 

 

 

TASK 2 

Configure firewall rules for the following scenarios:  

• Allow web traffic for VM-1 to be accessible only from Parent-VM. 
• Block remote desktop traffic from the Parent-VM to VM-1. 
• Block ping to VM-1. 
• Block all other ports for VM-1 to the world. 

 

 

 
 

  



TASK 3 

Test if the configured firewall rules are working. 

• Check if you are able to access the web server on VM-1 from the Parent-VM. 

 

Access to the web via Parent-VM. 

 

No access to the web via Kali VM. 

 
 

  



TASK 4 

How would you test if all other ports have been blocked by VM-1 from Parent-VM? Show a test for at 
least one port from Parent-VM to VM-1.  

 

Used PuTTY to Telnet into VM-1. 
 

 

Unable to connect via Telnet to VM-1. 

 


